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KoMPOTER-INSIDENTLARIND QARS!
MUBARIZ® MBRKAl

B baky npu opranusanyoHHol noj-
nepxke [ocynapcTBeHHOI CTy GBI
CIIeIaIbHO CBA3Y M MH(OpMa-
IMOHHOIT Ge30macHoCTI A3epobaii-
skanckoii Pecry6muku (TCCCHIB)
cocrosnca III Cammut UT-pyko-
BOJIUTETeli FOCYIapCTBEeHHbIX y4-
PpexXaeHmit.

I'CCCHB perynapHO pOBOAUT
CaMMUT C IIe/IbI0 IIPUBJIEYEHNIS PYKO-
BOJIAIIIEr0 COCTaBa TOCYIAPCTBEHHBIX
CTPYKTYP 110 MH(POPMALIMOHHOI 6€30-
ITACHOCTH K OOMEHY OIIBITOM I yCIIe-
HIII0 MEXXBEIOMCTBEHHOI KOMMYHIKa-
ny. B IIT Cammure U T-pykoBopuTe-
TIEVI TOCYYPEXX/IEHI IPUHA/IN y9acTyie
6onee 100 mpexcraBuTeneit 73 rocy-
JApCTBEHHBIX CTPYKTYP.

CHauasia ObUT IIpeiCTaB/IeH BUE00T-
yet o rofoBoii festenbHoCT [ CCCUB.

BbICTymVB Ha MEPOIIPYSITIN CO BCTY-

TIMTETbHBIM C/IOBOM I IIOIIPMBETCTBO-

BaB €r0 YJIaCTHMKOB, 3aMECTUTETIb Ha -
vayipHIKa [0CyAapCTBEHHOII CTyKObI
CIIeIMaIbHON CBA3K ¥ MHGOPMALN-
OHHOJI 6€30I1aCHOCTH IeHepaI-Mali-
op AmnaxsepaH VicmMannos otMeTn,
4TO COITIACHO YKas3y, HOAIMCAHHOMY
BeNMMKMUM /upiepoM leitmapom Anne-
BbIM 2 deBpasmst 1997 roga, 3TOT fieHb
Ob11 00bsiBTIeH [THeM asepbaiiKaH-
CKOJ1 MOJIOIE@XH, U1 TIO3[PaBU/I MOJIO-
IbIX Y4aCTHMKOB caMMuTa ¢ [lHeM Mo-
TIOTEKIA.

A VIcManoB offuepKHyJI, YTO CaM-
MUT IIOCBALLIEH YKPeIUIeHMIO MHPOpMa-
LIMIOHHOVI 6€30I1aCHOCTY TOCCTPYKTYP,
00CYK/IEHII0 BOIIPOCOB 6€30IacCHOCTH
KPUTUYECKN BKHBIX UHPPACTPYKTYP,
a TaK)Ke COBMECTHOI OLIEHKE yIPO3 MH-
(hopmanMOHHOIT 6€30I1aCHOCTH TOCY-
[AapCTBEHHDBIX I/IH(i)OpMaLU/IOHHI)IX cn-
CTeM U PeCypCOB B [IepIOJ; BHEOUEPES -
HBIX ITPE3UIeHTCKIX BBIOOPOB, KOTOPBIE
poiinyT B Asepbaiimxane 7 peBpas.

BoicTynuBIINii Ha OTKPBITUI CaM-
MITa 3aBEAYIOLINII CEKTOPOM IIO pa-
6ote ¢ MppOBBIMK Meiua OT/ENA 110
paboTe ¢ HelPaBUTETbCTBEHHBIMY OP-
TaHU3ALVAMY Y KOMMYHUKAIy AJi-
munucTpanyu [Ipesupenra Snbmup
Bemmsage ckasai, 4TO Takoe Mepo-
IpNATNE C YIaCTMEM OTBETCTBEHHDBIX
JINIL BCEX yUPeXJeHMil B cepe MH-
(hopMarOHHOIT 6€30MacHOCTI IPO-
XOANT y>Ke TPEeTuii pas, 1 0cobo ot-
METHII €r0 3HaYEeHMe.

ITo cnosam 3.Benusape, B mpo-
II/IOM TOZy IPOU3OIIIO MHOTO 3Ha-

«A3zep06aiifkaH IOTHOCTBIO BOC-
CTaHOBWI CBOIO TEPPUTOPUA/IBHYIO Iie-
JIOCTHOCTD 11 00eCIIeqnI CyBepPEHNUTET.
IT0 0YeHb BaXKHOE COOBITHE. DTO TAK-
ke OBUT YCIIELTHBII TOf] B cepe Kubep-
6esomacHocT. Bo BTOpoIt ONOBUHE
npormtoro roga Ilpesunent Vabxam
Armues yrseppun Crpareriio nHpopma-
LIMOHHOI1 1 KnbepbesonacHocTn Asep-
6aripkanckoit Pecrry6rmknu Ha 2023-
2027 roppl. Ilepen HaMu cTOUT MHOTO
3aJla4 Ha TeKYIIUI 11 GmyDKaliIe roypl.
B cTpaTerui 4eTKo OIpeyie/leHbl e/
VI IIPE/ICTABJIEH IIIAH JIEICTBIUI, KOTO-
Dbl BK/IIOYAeT MEPOIPUATIA [/1s Ka-
>Kpoit opranmsanuy. Hama ocHoBHas
3aJjada ceifdac - yCIelTHO pealn30BaTh
aTOoT I1aH. IIpoBeneHne Takyx caMmMu-
TOB SIB/ISIETCS BOXKHON YaCTBIO 3TOTO
nporgecca. Pabora BemeTcst 1 B rocy-
HapCTBEHHBIX CTPYKTypax. Kabuuer
MuHUCTPOB co3aan pabodyo IpyI-
Iy /I KOOPAVIHALINY IeTICTBIIL, ObUIN
JlaHbl KOHKPETHbIE IIOPYYEHNA OpPraHaM
B/IaCT n Cl'[eI_U/IaIII/ISI/IpOBaHHI)IM Y‘I—
pe)KI[eHI/[HM J19)5°8 CBoeBpeMeHHOI‘O BbI-
IIO/IHEHNA I/IaHA MEPOIPUATIIL. Mbl
HajieeMcsl, 9TO O1arofiapsi HallyM CO-
BMECTHBIM yCI/IHI/IHM 9Ta HAIMIOHAJ/Ib-
Hast cTpaterys OyeT YCIeNHO BbIIO/-
HeHav, - ckasan J.Benmmusae.

Oparop £06aBuJ, 4TO B CBSA3Y C IPeEfi-
CTOSILIVIMY IIPE3UAEHTCKIMI BbIOOpa-

MM KaX[0€e yIpexfieHIe B cepe MH-
(bopmarOHHOIT 6€30IIaCHOCTI TO/DKHO

IIPOBEPUTD U 00€CIIeINTD IIPOIHOCTD
CYLIECTBYIOLIMX MHPOPMALIVIOHHBIX
CIICTEM Ha BBICOKOM ypoBHe: «Kenaro
YCTIEXOB BCEM CTPYKTYPaM B 9TOM Ha-
npasiennu. Hazieroch, 4To Ha mocre-
IYIOLMX CAMMUTAX MbI OyzieM 00CyX-
TaTh He TOMBKO MTPOEKTHI, peanusye-
MbI€ B HAIlIE/l CTPAHE, HO ¥ IIPOEKTHI,
KOTOPbIe Oy/[yT peann30oBaHbl Ha MEX-
JTYHapOIHOM YPOBHE».

BoicTynas Ha MeponpuATAM, Ha-
vyanpHuK ynpasnenns [CCCUD Ty-
pan MamefioB, B YaCTHOCTH, CKa3as:
«Mbl obecriedn/n rocyaapCTBeHHbIe
yUIpexzieHs 6e30acHoil ceTbio. 3a-
6rmoxnpoBaHo 911 MuyoHoB 430 ThI-
CA9 BpETOHOCHDBIX CChIJIOK Ha CallThI TO-
cyupexpeHnit. B mocmeamx crydaax
UCIIO/Ib30BAHS TAKKe 3a0/I0KIPOBa-
HO 7 MZMOHOB 122 Teicsanm 200 Bpe-
IUTeNeNn. 3a MOC/IeNHNUIT TO C IIOMO-
IO CYCTEMbI aHa M3 BPEOHOCHBIX
(aityos 610 06HAPYKEHO 1 MU -
oH 103 ThIcs14M 650 BpeTOHOCHBIX (ait-
noB. ITocmegHM TTONb30BaTENAM 32-
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3TH (ailyIb».

INog4epkHyB, YTO B IPOILJIOM TOIY
B Asepbaii/pKaHe Hada/Il IEICTBOBATH
119 HOBBIX TOMEHOB 11 323 cybnomeHa
JULA UCIIOIb30BAHMA MH(OPMAIVIOH-
HBIX MHTEPHET-PECYPCOB TOCY/APCTBEH-
HBIX opraHoB, T.MamenoB coobum,
9TO C TEKYIETO Toja Oy/IeT BHEApEHa
HoBaA cucrema Anti-DDoS, koTopas
00€eCIIeqnT T YIIYIO 3AUTY TOCY/AAp-
CTBEHHBIX CTPYKTYP OT Kubeparax.

Havanbuuk ynpasnenns TCCCHbB
IpoNH(OPMUPOBAIT yIACTHIKOB CaM-
MITA O TOM, 4YTO CO CJIEAYIOLIEro Me-
csima B AsepbaitxaHe Oyaer BBefe-
Ha B 9KCIUTyaTalMio HOBasl CUCTeMa
97IeKTPOHHOI 1ouThl. CO3[laHHasA Ha
6ase cucrempl Domino, oHa 11o3Bo-
JINT HpeHOCTaBHHTb MHO>XE€CTBO 10-
IIOJTHUTEIbHBIX YCIyT. BriepBple MH-
Tepdeiic OyaeT FOCTyIeH Ha asepbariz-
JKQHCKOM si3bIKe. [leHTpanmsoBaHHOE
peuerre XDR 6yzet nmpefocTaBieHo
JULA 3aLUTHI TOC/IEHIX [IO/Ib30BaTE-
JIeN TOCYIapCTBEHHBIX YIPEXKIEHNMIL.
Caroro roga Taxxe OyeT aKTMBHA yC-
myra SMS-pacchblkm.

T.MamenoB COOOIINI, YTO B CEHTH-
6pe 2024 roza BriepBble IPOIIET KOH-
(bepents «Kubepmmmiomaris», KOTo-
pas CTaHeT ePBbIM (POPYMOM TAKOrO
pona He TONBKO B AzepbaiipKane, HO
u B perriote. Meponpustue 6yner op-
TaHM30BaHO B COOTBETCTBUM C MeMO-
paHHyMOM 0 B3aIMOIIOHVMMAaHNM, 1011~
nucaHHbIM Mexy [ocymapcTBenHoit
CITy>KOOJ1 CIIeI[aIbHON CBSISY U VH-
¢opmanmonHoii 6e3omacHocT u Py-
MBIHCKVIM HallVIOHA/IbHBIM Hay‘lHO-I/IC-
C/Ie[I0BATEeIbCKIM MHCTUTYTOM MH(OP-
MAaTUKN.

B reuenne 2023 ropa B nrdopma-
LIVIOHHBIX CHICTEMAX FOCCTPYKTYP ObIIn
HpOBe]IeHIJI MHOTI'OYIIC/ICHHbIE HpOBep-
KII ¥ BBISIBJICHO 697 OMIMOOK, 4TO Ha
20 IIPOLIEHTOB OOJIBIIIE, YeM B IIPEIbI-
AylLieM IOy, Koraa 6blIo 0OHapyKe-
HO 597 omm6boK.

«B 2023 ropy IocymapcTBeHHas
cmyxba CreryaabHO CBSI3U U MH-
(hopManMOHHOI 6€30IaCHOCTH BBIs-
Biaa 1191 MHAMKAaTOp KOMIIPOMETa-
1y (Indicator of Compromise, IoC),
CBUIETE/IbCTBYIOLINII O Kutbeparakax
Ha 3HeKTpOHHbIe CHCTEMbI rocynap—
CTBEHHBIX CTPYKTYp. Ha ocHOBe f1an-
HBIX, 3aUKCHPOBAHHBIX camoit Toc-
Cny>1<6017[, ObUIN BBISABJICHDI U TIpenoT-
BpaueHs! 517 kubeparax, eme 674 - Ha
OCHOBE CBEJIEHUN, MOCTYNMBIINX OT
TOCCTPYKTYP, OABEPTHYBIUMXCS STUM
kubeparakam. Mbl peKOMEHLyeM To-
CYAApCTBEHHBIM OpraHam ObITb Ofy-
TE/IbHBIMI VI HEMEJICHHO COO6HIaTI)
HaM O MaJIEMIIIX aHOMA/INAX», - CKa-
3an T.Mameros.

3areM COCTOANMUCDH IIPe3eHTaluu
Ha TeMy «OpraHnsarist 60pbObI € Ki-
6epyrpo3ami B KpUTHIECKOit MHPOP-
MalMOHHOI MHQpacTpyKType», «Kax
cosparb LleHTp ynpasnenus kubep-
6€30I1aCHOCTBI0 HOBOTO TIOKOJICHUSI»,
«Mopenb 3¢ (heKTUBHOTO yIpaB/IeHs
KOHEYHBIMU ITOJIb30BaTeAMM». bblu
TaKXKe 00CYKIeHbI BOIPOCHI NHPOP-
MAIVIOHHOI 6€30ITaCHOCTII, HOBbIE TEH-
TEHIVIN, YTPO3bI 1 BBI3OBBI, C KOTOPBI-
MMN CTAJIKMBAIOTCA I‘OCy}_IapCTBeHHI)Ie
YUIPeX/eHNs B IePUOJ; BBIOOPOB.
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